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Chapter

1

Overview

Topics: F-Secure Email and Server Security is designed to protect your company's mail
and groupware servers and to shield the company network from any malicious

-+ How the product works code that travels in HTTP or SMTP traffic. In addition, it protects your company

. Product contents network against spam.

Malicious code, such as computer viruses, is one of the main threats for companies
today. In the past, malicious code spread mainly via disks and the most common
viruses were the ones that infected disk boot sectors. When users began to use
office applications with macro capabilities - such as Microsoft Office - to write
documents and distribute them via mail and groupware servers, macro viruses
started spreading rapidly.

Nowadays the most common spreading mechanism for viruses is Web. Even
fraudulent emails usually contain a link to a browser exploit or a phishing website.
F-Secure Email and Server Security includes Browsing Protection, which protects
the Internet browsing for all users of the server.

The protection can be implemented on the gateway level to screen all incoming
and outgoing email (SMTP), web surfing (HTTP and FTP-over-HTTP), and file
transfer (FTP) traffic. Furthermore, it can be implemented on dedicated SharePoint
servers and on the mail server level so that it does not only protect incoming and
outgoing traffic but also internal mail traffic and public sources, such as public
folders on Microsoft Exchange servers.

Providing the protection already on the gateway level has plenty of advantages.
The protection is easy and fast to set up and install, compared to rolling out
antivirus protection on hundreds or thousands of workstations. The protection
is also invisible to the end users which ensures that the system cannot be
by-passed and makes it easy to maintain. Of course, protecting the gateway level
alone is not enough to provide a complete antivirus solution; file server and
workstation level protection is needed, also.

Why clean 1000 workstations when you can clean one attachment at the gateway
level?
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1.1 How the product works

The product is designed to detect and disinfect viruses and other malicious code from email transmissions through
Microsoft Exchange Server. Scanning is done in real time as the mail passes through Microsoft Exchange Server. On-demand
scanning of user mailboxes and public folders is also available.

The product scans attachments and message bodies for malicious code. It can also be instructed to remove particular
attachments according to the file name or the file extension.

The product is installed on Microsoft Exchange Server and it intercepts mail traveling to and from mailboxes and public
folders. The product scans the messages and documents and handles any infected messages.

If the intercepted mail contains malicious code, the product can be configured to disinfect or drop the content. Any
malicious code found during the scan process can be placed in the Quarantine, where it can be further examined. Stripped
attachments can also be placed in the Quarantine for further examination.

(1) Email arrives from the Internet to F-Secure Email and Server Security, which (2) filters malicious content from mails
and attachments, and (3) delivers cleaned files forward.

|

Figure 1: Email traffic

1.2 Product contents

The product can be licensed and deployed as F-Secure Email and Server Security (Standard) or F-Secure Email and Server
Security Premium, on per-user or terminal connection basis.

The features that included with different product licenses:

Feature F-Secure Email and Server Security F-Secure Email and Server Security
Premium

Malware protection X X



Feature

DeepGuard

DataGuard

Application control
Firewall

Web traffic scanning
Browsing protection
Software Updater

Offload Scanning Agent
Microsoft Exchange protection
Spam Control

Email Quarantine Manager

Microsoft SharePoint protection

F-Secure Email and Server Security F-Secure Email and Server Security

Premium
X X
X
X
X X
X X
X X
X
X X
X X
X X
X X
X X
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Topics:

«  Stand-alone server

- Deployingthe product with F-Secure
Policy Manager

«  Multiple Exchange server roles

- Large organization using multiple
Exchange servers

«  Centralized quarantine management

+  Microsoft SharePoint server

+ Integrating Email Quarantine
Manager

- Allowing hosts to access the web
console

«  Restricting website access to specific
IP addresses

Depending on how the Microsoft Exchange Server roles are deployed in your
environment, you might consider various scenarios of deploying the product.

There are various ways to deploy the product that are suitable to different
environments.

Administration modes

You can deploy the product eitherin the standalone or centralized administration
mode. In the standalone mode, the product is managed with Web Console that
can be accessed also remotely. In the centralized administration mode, the
product is monitored and managed typically with F-Secure Policy Manager
Console.

Note: When you install the product for the first time, F-Secure Anti-Virus for
Microsoft Exchange and F-Secure Anti-Virus for Microsoft SharePoint components
must be configured during the installation. These configurations cannot be
preconfigured with F-Secure Policy Manager, so they need to be installed with
alocally run installation.

Local or centralized quarantine

F-Secure Email and Server Security can quarantine emails. You can install the
quarantine eitherin the local or centralized mode. When the quarantine is installed
locally, it uses a local folder to store the quarantined attachments and Microsoft
SQL Server for the quarantine management. We recommend that the Microsoft
SQL Server is installed locally.

When the quarantine is installed in the centralized mode, it can be shared by
multiple instances of F-Secure Email and Server Security. It uses a file share for
storing quarantined attachments and an instance of Microsoft SQL Server for
the quarantine management.

Note: The quarantine mode can be installed in either the local or centralized
mode, regardless of the standalone or centralized administration mode.
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2.1Stand-alone server

In corporations with one or two servers (Microsoft Exchange Server2013/2016/2019) that hold all mailboxes, public folders
and send and receive all incoming and outgoing messages over SMTP, you can administer each server in stand-alone
mode.

Make sure that your hardware and the system configuration meet the system and network requirements.
Note: To use SharePoint protection, Microsoft SharePoint Server should be installed on the same server.
1. Download the installation package (j ar file) from the F-Secure website.

2. Import the package to Policy Manager.

3. Configure the package with your keycode and the selected features, and export it to an MSI package.

4. Install F-Secure Email and Server Security using the exported MSI package.

To install the product, login to the server with local administrative privileges and run the setup.

5. After you have installed the product, use the product Web Console to configure your product.

2.2 Deploying the product with F-Secure Policy Manager

In corporations with multiple servers and workstations, we recommend that you use F-Secure Policy Manager to centrally
manage the product. Make sure that servers where you install the product meet the system and network requirements.

To install the product to servers:

1. Download the remote installation package (jar file) of the product from the F-Secure website.
2. Import the remote installation package to F-Secure Policy Manager Console.

3. Install the product to the target servers.
Note: Theinitial installation should be done locally onthe server. Upgrades can be then triggered from Policy Manager.
If target servers are in the policy domain already, use the policy-based installation. Otherwise, use push installation.

4. Aftertheinstallation is complete, new hosts are automatically imported to the Policy Manager domain.
5. |Install Email and Server Security to servers running Microsoft Exchange Server and Microsoft SharePoint Server.

Use the centralized administration mode and connect the product to the same Policy Manager.

2.3 Multiple Exchange server roles

Your organization has multiple Microsoft Exchange Server 2013/2016/2019 installations. Exchange Edge and Mailbox
Server roles are deployed to separate servers and the Hub Server is deployed either on a separate server or on the same
server with the Mailbox Server. The Edge Server handles incoming and outgoing messages using SMTP and Mailbox Server
holds all mailboxes and public folders and Hub Server routes mail traffic between Exchange servers.

e —Lls
=k
=T
[

1. Install the product to all servers where Exchange Edge, Hub and Mailbox Server roles are deployed.

Note: If the Exchange role is changed later, the product has to be reinstalled.
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2. |Install F-Secure Policy Manager Server on a dedicated server or on the same server with one of Exchange servers. You
can administer the product with F-Secure Policy Manager Console.

When you install the product, configure each installation to connect to the same F-Secure Policy Manager Server.

3. Theproductinstallations receive updates to malware and spam databases from F-Secure Policy Manager Server, which
receives updates from F-Secure Update Server.

4. Use the Web Console to manage and search quarantined content.

2.4 Large organization using multiple Exchange servers

Your organization has multiple Microsoft Exchange Server 2013/2016/2019 installations. All Exchange roles are deployed
on dedicated servers. Mailbox servers are possibly clustered.

1. Install the product to the server where Exchange Edge, Hub and Mailbox Server roles are deployed.
Do not install the product to Client Access or Unified Messaging Server roles.
2. |Install F-Secure Policy Manager Server on a dedicated server. You can administer the product with F-Secure Policy
Manager Console.
When you install the product, configure each installation to connect to the same F-Secure Policy Manager Server.
3. Theproductinstallations receive updates to malware and spam databases from F-Secure Policy Manager Server, which
receives updates from F-Secure Update Server.

4. Use the Web Console to manage and search quarantined content.

2.5 Centralized quarantine management

Your organization has multiple Microsoft Exchange Server installations. For example, you have a network configuration
with Edge and Mailbox roles running Exchange Server 2013/2016/2019.

S
N
L0 g
1. Install Microsoft SQL Server on a dedicated server or on the server running F-Secure Policy Manager Server.

2. |Install the product.
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When you install the product, configure each installation to use the same SQL server and database.

« Make sure that the SQL server, the database name, user name and password are identical in the quarantine
configuration for all F-Secure Anti-Virus for Microsoft Exchange installations.

+ Make sure that all the servers are allowed to communicate with the SQL server using mixed mode authentication.

« Inenvironments with heavy email traffic, it is recommended to use a Microsoft SQL server installed on a separate
server. When using the free Microsoft SQL Server 2014 SP2 Express included with the product, the Quarantine
database size is limited to 10 GB, CPU utilization is limited to one processor or four cores, and memory utilization
is limited to 1 GB.

3. Usethe Web Console to manage and search quarantined content.

2.5.1 Mixed mode authentication in the Microsoft SQL Server

If you install Microsoft SQL Server separately, it supports Windows Authentication only by default. You have to change
the authentication to mixed mode during the setup or configure it later with Microsoft SQL Server user interface.

The mixed mode authentication allows you to log into the SQL server with either your Windows or SQL username and
password.

Follow these steps to change the authentication mode:

1. Open Microsoft SQL Server Management Studio or Microsoft SQL Server Management Studio Express.
If you do not have Microsoft SQL Server Management Studio installed, you can freely download Management Studio
Express from the Microsoft web site.

2. Connectto the SQL server.

3. In Object Explorer, go to Security > Logins.

4. Right-click on sa and select Properties.

5. Open the General page and change the password. Confirm the new password that you entered.

Note: Make sure that the sa password is strong when you change the authentication mode from the Windows
authentication to the mixed authentication mode.

6. Open the Status page and select Enabled in the Login section.

7. Click OK.

8. In Object Explorer, right-click on the server name and select Properties.

9. Onthe Security page, select SQL Server and Windows Authentication mode under Server authentication.
10. Click OK.

1. Right-click on the server name and select Restart.
Wait for a moment for the service to restart before you continue.

12. Use Management Studio to test the connection to the SQL server with the sa account and the new password you set.

2.6 Microsoft SharePoint server

Your organization has one or several dedicated SharePoint Servers 2013/2016/2019.

1. Install the product locally on all SharePoint machines with the Web Server role (SharePoint Web Front End server).

This guarantees that on-access scanning protects the server.

Note: Redirected traffic does not pass through Email and Server Security in the Web Front End server role. If a Web
Front End server redirects traffic to a different SharePoint role in the farm, the product must be installed on both the
Web Front End server and the target SharePoint role.

2. Youneedto enterthe account details to manage Microsoft Sharepoint during the installation. You can use a dedicated
account in the domain and add it to farm administrators. Make sure that this account has local administrative rights
on the server.


http://www.microsoft.com/downloads/details.aspx?FamilyId=C243A5AE-4BD1-4E3D-94B8-5A0F62BF7796

2.7 Integrating Email Quarantine Manager
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This document provides basic information for setting up F-Secure Email Quarantine Manager (EQM).

This section explains the steps that are required to integrate the product with Internet Information Services (I1S) for use

within your network.

After installing F-Secure Email and Server Security, you can find the EQM binaries in the following archive: <F-Secure
installation folder>\Quarantine Manager\tools\egm\egm.zip.

Note: Some Web server (IIS) role services may be missing on your server. To complete the installation steps below, you
may need to add the missing role services to Web server (lIS) using the Server Manager console.

1. In Administrative Tools, start Active Directory Users and Computers.
2. Create the EqmAllowed user group and add the required users to this group.
3. Create afolder named EQM under IIS and extract the contents of EQM.ZIP there (C:\inetpub\wwwroot\egqm).
4. In Administrative Tools, start Internet Information Services (1IS) Manager.
5. Right-click Default Web Site and select Add application.
6. Enter EQM in the Alias text field, and C:\inetpub\wwwroot\eqm in the Physical path text field.
JRT=TE
@ 'S [@ b € » TAZ32 b Sites b DefaultWebSite » ]m : 1@ -
File View Help
e Default Web Site Home _A
L-RlS | el |& @ 2 Explore —
U‘j Start Page . _ = —— Edit Permissions. ..
=53 12252 Clodrinstator) S y
E ‘:? Application Poals Bt x| Edit Site
=8 @ | Sites Bindings. ..
E'QZQ) Default Web Site Site name:  Default Web Site |:| Basic Settings...
-] aspnet_dient Path: !
¥ Autodiscover View Applications
ecp Alias: Application poal: View Virtual Directories
Y ;3:; IEQM IDefaultADpPool Select... Manage Web Site £
| Exchange Example: sales ~ Restart
.| Exchweb Physical path: b Start
Microsoft-Server-Ac "
c: bywwaroot
o1 08B IP \‘nE:'u \’;M:u \:q: _I B swp
owa ass-trough authenucauon Browse Web Site
EE:::::::::-Prnxy Connect as... | Test Settings... | Browse *:80 (hiip)
Browse :443 (https)
e | — | Browse 127.0.0,1:30 (http)
[¥ RpcWithCert Browse 127.0.0.1:443 (https)
r;};_) \?é| .ﬁ- 'EE‘)_, Advanced Settings...
Authentication Compression Default D\rectt_:ury Error Pages Configure
Document Browsing LI Failed Request Tracing... 1
Limits. ..
Ready L=
7. Select OK.

8. On the navigation pane, select EQM, and then on the right side, select Authentication.

9. Set the status for the authentication methods as follows:

- Basic authentication: Enabled
«  Windows authentication: Enabled
«  All other methods: Disabled
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!Elnternet Information Services (IIS) Manager - | Dlll
@ & [ v TA232 b Sites b DefaultWebSite » EQM b | & @ -
File  View Help
rTrTr— &) Authentication (e ]
= | |8 =] /1y Click here ta learn how to
*Ta StartPage = - : configure Extended Protection,
‘ |5} Application Pacls Name | status [ Response Type ]
E-[&] Sites Anonymous Authentication Disabled Disable
E--&E D.efault Web site ASP.MET Impersonation Disabled Advanced Settings...
] aspnet_dient Basic Authentication Enabled HTTP 401 Challenge o
Autodiscover Digest Authentication Disabled HTTP 401 Challenge = -
ecp Forms Authentication Disabled HTTP 302 Login/Redire '@' Help
EQM Enabled > e Online Help
EWS
Exchange
Exchweb
Microsoft-Server-Ad
OAB
owa
PowerShel
PowerShel-Proxy
Public
Rpc
¥ RpcWithCert
1 | |
1| | b BFeab.lres View |{_= Content View
Configuration: localhost’ applicationHost. config , <location path="Default Web Site/EQM™> G_EL:;

10. On the navigation pane, select EQM, and then on the right side, select .NET Authorization Rules.
11. Set the modes for the authorization rules as follows:
«  Administrators: Allow

+  EgmAllowed: Allow
+ Allusers: Deny

- nternet Informadon TVICES lanager -
g Internet Information Services (II5) M ] 3
@ & IS » TA232 P Sites » DefaultwebSite » EQM b | & e -

File  View Help

&) .NET Authorization Rules = B

€-[d |7 |8 5 Add Allow Rule....
= Add Deny Rule...

Use this feature to specify rules for autherizing users to access Web sites and

applications, i
Application Pools P Edit...
| sites Mode | Users | Roles | verbs *K remove
Allow Administrators T
| aspret_dient Allow Egmallowed Related Features

¥ Autodiscover eny All Users Users
¥ e Allow All Users Roles

¥ EWis @ rep

| Exchange Online Help
| Exchweb

¥ Microsoft-Server-ac
| onB

-[£¥ RpcwithCert

< | 2
1| | » Iz] Features View |; & Content View
Configuration: 'Default Web Site/EQM' web. config gj_:g

Note: For Windows Server 2008 SP2 OS, you do not need to add the following rule: All Users: Deny.

12. On the navigation pane, select EQM, and then on the right side, select Connection Strings.
13. Under Connection Strings, update FSecureFgmConnectionString as follows:

a) Update the SQL server name or address. This is set to (local) by default, and fits to the scenario of SQL Express
2014 installation from the product package.

b) Update or define the password for FQMUSER.
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@;_‘. | & v tAzz2 » sies » Defaitwessne » Egm v & y

ok

Fie Wiew Help

|8

' Cnetons
" Connection Strings

El Add...

1&g Start Page . S e Edit..

195 TA232 (EL0VAdministrator) Group by: Mo Grouping IL..
-2} hpplication Pads Name = | Conrection String | Enry Type | Rename

D Sites FSecurergmiConnect... Dita Source=(local)Tnitial Catalog=FSMSE_Quara...  Local A Remove
Al Defauit Web Sit= LoealSgSarver data source = \SQLEXPRESS Tnteqrated Seewrity=...  Inherited

’ & rep
¥ aspret_dient H
3 e ] onine e
Name: |Feecurergmcannectionsting
™ sQL Server

5 sever: |
4 ¥ Miroscft-Server-Act

& 008 Databaze: |
Credentiaks

1 sz Windaws Intearated Seoity

| Specfy cedentiols
[ 5el.. |

= custom

Dzt Source ={ocal)Inibal Catalog ~FSMSE_Quarantine;User =
Td="famuser'Passward=sesssen

14. Select OK.
15. For Windows server 2008 SP2 only: On the navigation pane, select EQM and then select Mime Types.

a) Inthe Add MIME Type window, enter . svg in the File name extension field and image / svg+xm1l in the MIME
type field.

b) Select OK.

=lolx|

@..‘ P » Taz46 » sites b DefaultWebSite ¥ EQM & e -

CComnectons CActions
&) MIME Types

Add...

ypes that are served @ ke
Onine Help

TAZ4E [T\ Administratar) Use this feature to manage the kst of file name extensions and associated conty
= 5 = ‘: Pk o a static files by the Web server.
ppication Pools

tes Group by: Mo Grouping )
=0 Defauic "'fb_lsue Extension =~ | MIME Type [ Entry Type | =]
e aspnet_dlient st spolication/x-stuffit  Inherited
E-(P Autodscover -
- .sldm applicationfimd.ms-...  Inherited
2 EQM -
: sdx applicationjmd.ope...  Inherited
.smd 2 i v < Trinaritedt
.&mi Add MIME Type zlx|
L5m
File name extension:
«SmZ
.snd a
5P MIVE type:
.s0c

Irr'a;e"s.'g <+xml
¥ UnifiedMessacing

g0l
.&re

cene |

applicationfmd.ms-...  Inherited

Inherited
5 Inherited
swf Inherited
.t Inherited J
.tar Inherited
Wtel applicationx-tel Inkerited
tox application/x-tex Inherited
fexd application/x-texinfo  Inherited
.texinfo application/x-texinfo Inhented
.tz zpolication/x-compr...  Inhented
Jthmx applicationfmd.ms=...  Inherited LI

1 2w =] Features View [iZ Content View

Configuration: 'Default Web Site/EQM' web,config
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2.8 Allowing hosts to access the web console

To access the web console from other hosts in the network, you need to allow them via Internet Information Services

n1s).

To allow access to the web console for all hosts:

. e o . .
1. In Administrative Tools, start Internet Information Services (1IS) Manager.
.
2. CGoto Sites > EssWebConsole.
o o
3. Select Bindings.
5 Internet Information Services (1IS) Manager = X
/& @ » EXCHI1& » Sites » EssWebConsole » 1] '@"
File View Help
0 EssWebConsole Home
. || Filter: v ¥ Go - (g Show All | Group by:
5 EXCHI6 (EXCHIG T Badminist | 50 e aw RN Aren
|2} Application Pools ASP.NET
@) Sites =1 & = = = .
@) Default Web Site B N Lk ¢ ‘»' ; G g&j
& EssWebConsole MNET NET MET Error NET .MET Profile .METRoles  .MET Trust
. @ExchangeﬁackEnd Authorizat.. Compilation Pages Globalization Levels
-,
L B . & 2 &
NETUsers  Application Connection MachineKey Pagesand  Providers Session State
Settings Strings Controls
=
SMTP E-mail
lis ~
&7 (] T'=l 4
: g ° 2 & @
Authentic.. Compression Default  Directory  ErrorPages  Failed Handler
Document  Browsing Request Tra.. Mappings
O § = 4 #
€8] ol mooal e
HTTP HTTP ISAPI Filters ~ Logging  MIME Types  Modules Qutput
Redirect  Respon.. Caching
Request S5L Settings
Filtering
-
Ready L]
4. Click Add.
File View Help
| Connections - 1 ‘
I . Q EssWebConsole Home
&3 Start Page | — =
! & | Filter: - = Show All | G by: v
| v 95 EXCHIB (BXCH1816\administ) | " i, S R Ares
-} Application Pools :
] vl Stes Site Bindings
| ) Default Web Site
@ EscsWebConsole Type Host Name Port IP Address Binding Inferma...
> &) ExchangeBack End | | by 25023 127.00.1
https 25023  [1] 7

Close
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5. Select https as the Type, enter the IP address for the server, and set the Port to 2502 3.

SUNRETE

ALCORICT
Edit Site Binding ? * [
Type
https | Type: IP address: Port:
https | |ptips 1234 v][as03 ] A
https e i
Host name: |
Ee
| | .
[] Require Server Name Indication
£
S5L certificate: I
Local ESS Web Console Self Signed Cert ~ Select... View... f
Close
verrn v MU CSLSDTCATE LIS T SDLSD RAmAr Tl s anre ik

6. Select the SSL certificate, then click OK.

Note: SSL 2.0 certificates are not supported due to vulnerabilities.

2.9 Restricting website access to specific IP addresses

After allowing access to the web console from other hosts in your network, you may want to restrict the access to a

specific IP address or IP range.

To allow only specific hosts to access the web console:

1. Make sure that the IP and Domain Restrictions feature is installed for Internet Information Services (11S).

E;,; Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

|| Volume Activation Services
4 [W] Web Server (115) (26 of 43 installzd)
4 [W] Web Server (20 of 34 installed)
[ [m] Common HTTP Features (5 of 6 installad)
| [m] Health and Diagnostics (4 of & installed)
[+ |&f| Performance (Installed)
4 [m] Security (5 of 9 installed)
| Request Filtering (Installed)
| Basic Authentication (Installed)
[] Centralized 55L Certificate Support
| Client Certificate Mapping Authenticati:
| Digest Authentication (Installed)
] IS Client Certificate Mapping Authentic
IP and Domain Restrictions]
] URL Authorization
| Windows Authentication (Installed)
[ [m Application Development (4 of 11 installed]
i [] FTP Server
i [m Management Tools (6 of 7 installed)

Confirmation

o O X

DESTINATIOMN SERVER
exchifexchiGrdogtn

Description

IP and Domain Restrictions allow
you to enable or deny content based
upon the originating IP address or
domain name of the request. Instead
of using groups, roles, or NTFS file
system permissions to control access
to content, you can specific IP
addresses or domain names.

< Previous | | Mext =

nsta Cancel

2. Goto Sites > EssWebConsole.
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3. Open IP and Domain Restrictions.

@ EsswebConsole Home

Filter: - Go .Q\ Show All | Group by: Area
ASP.MET A A
— "I T %
=0 \%-' . e & %
B N o ¢ |r . 32D =™
MNET NET NET Error NET {MET Profile  .MET Roles  .MET Trust
Authorizat.. Cempilation Pages Globalization Levels

= s ’§=En\ ab| %!Ef ‘;\?;u %

MET Users Application  Connection Machine Key  Pages and Providers  Session State

Settings Strings Controls
[+ 5
SMTP E-mail
IS ~
,12: -—-m-l = it
2 : =0 A, H I n=p
@ d o L & &
Authentic.. Compression  Default Directory  Error Pages Failed Handler
Docurmnent  Browsing Request Tra... Mappings
. - = = 5
¥ ! | h= E&‘"
<) &y ¢ 4 7 il
HTTP IP Address | ISAPIFilters  Logging  MIME Types  Modules
Redirect : in!

Output Request 551 Settings
Caching Filtering

4. Select Add Allow Entry.
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5. Enterthe IP address or IP range.

@ IP Address and Domain Restrictions

Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the
restrictions in—" —

Add Allow Restriction Rule 7
Group by:

e

Maode
Allow

*

Allow access for the following P address or domain name:

(O] Specific IP address:
[1234

() IP address range:

Note: Make sure that you add the local IP address if you need to open the web console locally.
6. Click OK.

7. Select Edit feature settings.



8. Set Access for unspecified clients to Deny.

0 IP Address and Domain Restrictions

Add Allow Entry...

Add D r i
Use this feature to restrict or grant access to Web content based on IP addresses or domain names, Set the Add Dery Tine
restrictions in order of pricrity.

X Remove
Group by: Mo Grouping #
Mode Requestor Entry Type Revert To Parent
Allow 1 Edit 1P and Domain Restrictions Settings X EIdEItDUIiiEd ;::_'Ictim
Access for unspecified clients: ki
B " @ Hep

[] Enable domain name restrictions
[[] Enable Proxy Mode

Deny Action Type:
Forbidden v

Gonce

9. Click OK.
10. Restart the EssWebConsole site.
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3.10perating system requirements

The product can be installed on any computer that meets the requirements for the supported operating system.

Operating system: Note: Microsoft .NET 4.7.2 must be installed on the system.

- Microsoft® windows Server 2008 R2
Microsoft® windows Small Business Server 2011
. Microsoft® windows Server 2012

. Microsoft® Windows Server 2012 Essentials

+ Microsoft® windows Server 2012 R2

.+ Microsoft® windows Server 2012 R2 Essentials

. Microsoft® Windows Server 2012 R2 Foundation
. Microsoft® windows Server 2016 Standard

- Microsoft® Windows Server 2016 Essentials

+ Microsoft® windows Server 2016 Datacenter

« Microsoft® Windows Server 2016 Core

. Microsoft® windows Server 2019 Standard

- Microsoft® Windows Server 2019 Essentials

+ Microsoft® windows Server 2019 Datacenter

« Microsoft® windows Server 2019 Core

Note: Windows Server 2016 Nano is not supported.
All Microsoft Windows Server editions are supported except:

« Windows Server for Itanium processor

«  Windows HPC editions for specific hardware
«  Windows Storage editions

« Windows MultiPoint Server

+  Windows Home Server

Note: All operating systems are required to have the latest
Service Pack installed.

Note: For performance and security reasons, you can install
the product only on an NTFS partition.

Supported Microsoft Exchange Server versions: + Microsoft® Exchange Server 2013 without service pack,
service pack 1(CU23, CU22, CU21)
« Microsoft® Exchange Server 2016 (CU15, CU14, CU13,
Cu12, cum)
« Microsoft® Exchange Server 2019 (CU3, CU2, CU1)

The cumulative updates (CU) that support .NET Framework
4.7.2 are indicated in parentheses. For more detailed
information, see the Microsoft support pages.

Note: Microsoft Exchange Server 2013 SP1 requires a special
fix, which allows third-party or custom-developed transport
agents to be installed correctly. The fix and its installation
instructions are available in Microsoft Knowledge Base
article 2938053.

Supported Microsoft SharePoint Server versions: -+ Microsoft® SharePoint 2013 with the latest service pack

Microsoft® SharePoint 2016
Microsoft® SharePoint 2019


https://docs.microsoft.com/en-us/Exchange/plan-and-deploy/supportability-matrix?view=exchserver-2019#microsoft-net-framework
http://support.microsoft.com/kb/2938053
http://support.microsoft.com/kb/2938053
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Supported terminal servers: «  Microsoft Windows Terminal/RDP Services (on the above
mentioned Windows Server platforms)

Disk space for processing: 10 GB or more. The required disk space depends on the

number of mailboxes, amount of data traffic and the size of
the Information Store.

Internet connection: Required to receive updates and to use Security Cloud

Web browser: «  Microsoft Internet Explorer 11
« Mozilla Firefox (up-to-date versions)
+  Google Chrome (up-to-date versions)

To use Email Quarantine Manager, you need Microsoft Internet Information Server running in your environment. This is
available as part of Microsoft Exchange Server.

Cluster environments

The current version of the product supports Microsoft Exchange Server 2013, 2016, and 2019 high-availability solutions
based on Database Availability Groups (DAG).

3.2 Network requirements for Email and Server Security

This network configuration is valid for all scenarios described in this chapter.

Make sure that the following network traffic can pass through:

Service

Process

Inbound ports

Outbound ports

F-Secure Email and Server

Security WebU|

F-Secure Host Process

F-Secure Quarantine

Manager

F-Secure ORSP Client

F-Secure Software Updater

W3wp.exe / IS Worker
Process

%ProgramFiles%\F-Secure\Email
and Server
Security\fshoster32.exe

%ProgramFiles%\F-Secure\Email
and Server
Security\Anti-Virus For
Microsoft
Services\F-Secure.Ess.Fqm.exe

%ProgramFiles%\F-Secure\Email
and Server
Security\Ultralight\ulcore\<update
number>\fsorspé4.exe

%ProgramFiles%\F-Secure\Email
and Server
Security\swup\fssua.exe

25023

DNS (53, UDP and TCP), 1433
(TCP), only with the
dedicated SQL server

DNS (53, UDPand TCP), HTTP
(80), HTTPS (443) or another
port used for HTTP(S) proxy

DNS (53, UDP/TCP), 1433
(TCP), only with the
dedicated SQL server

DNS (53, UDP/TCP), HTTP
(80) or another port used for
HTTP proxy

DNS (53, UDP/TCP), HTTPS
(443), HTTP (80) or another
port used for HTTP proxy
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3.3 Centralized management requirements

F-Secure Policy Manager 14.30 is required to centrally manage F-Secure Email and Server Security version 14.x.

If you are using a previous version of F-Secure Policy Manager, upgrade it to the latest version before you install the
product.

3.4 Other system component requirements

F-Secure Email and Server Security requires Microsoft SQL Server for the email quarantine management. Depending on
the selected deployment and administration method, you may need some additional software as well.

3.4.1SQL Server requirements

The product requires Microsoft SQL Server for the quarantine management.
The following versions of Microsoft SQL Server are recommended:

+ Microsoft SQL Server 2008 (Enterprise, Standard, Workgroup or Express edition)

+ Microsoft SQL Server 2008 R2 (Enterprise, Standard, Workgroup or Express edition)

+  Microsoft SQL Server 2012 (Enterprise, Business Intelligence, Standard, or Express Edition)
«  Microsoft SQL Server 2014

«  Microsoft SQL Server 2016

« Microsoft SQL Server 2017

- Microsoft SQL Server 2019

Important: We do not recommend that you use MSDE or Microsoft SQL Server Express Edition with the centralized
quarantine management or if your organization sends and receives a large amount of emails.

Which SQL Server to use for the quarantine database?

As a minimum requirement, the quarantine database should have the capacity to store information about all incoming
and outgoing mail to and from your organization that would normally be sent during 2-3 days.

The upgrade installation does not upgrade the SQL server if you choose to use the existing database and the remote
upgrade installation does not install or upgrade SQL Server and change the quarantine database.

If you want to upgrade the SQL Server version that you use, follow the recommendations on the Microsoft web site:
http://www.microsoft.com/sqlserver/en/us/default.aspx

Important: If you are using a previous version of F-Secure Email and Server Security and you use Microsoft SQL
i Server 2005 for the quarantine, update Microsoft SQL Server to version 2008 R2 or later before you update
~ F-Secure Email and Server Security.

Take the following SQL server specific considerations into account when deciding which SQL server to use:

Microsoft SQL Server Express Edition

« When using Microsoft SQL Server Express Edition, the quarantine database size is limited to 10 GB.

- Itis not recommended to use Microsoft SQL Server Express Edition if you are planning to use centralized quarantine
management with multiple product installations.

Microsoft SQL Server

- Ifyour organization sends and receives a large amount of emails, it is recommended to use the licensed version of
Microsoft SQL Server.

+ Itisrecommended to use Microsoft SQL Server if you are planning to use centralized quarantine management with
multiple product installations.

+  Note that the product does not support Windows Authentication when connecting to Microsoft SQL Server. The
Microsoft SQL Server that the product will use for the quarantine database should be configured to use Mixed Mode
authentication.


http://www.microsoft.com/sqlserver/en/us/default.aspx
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Note: If you plan to use Microsoft SQL Server, you must purchase it and obtain your own license before you
T deploy the product. To purchase Microsoft SQL Server, contact your Microsoft reseller.

3.4.2 Spam engine requirements
To use the spam detection engine, you need to make a change to your firewall rules.
Permit outbound HTTPS connections to aspam.sp.f-secure.com (TCP port 443).

Note: Alternatively, you can use a CONNECT-capable HTTPS proxy instead of changing the firewall rules.
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4.1Installing the product locally

Follow these instructions to install the product.
Use a user account that meets the following conditions for installation:
Microsoft Exchange

+  The account must belong to the local Administrators group

+  The account must have access rights to add and configure applications in the Program Files folder
+  The account must have permission to install and configure local services

+ The account must have permission to run PowerShell scripts

+  The account must be a member of the Organization Management role group - this can be added in the Microsoft
Exchange security group or via Exchange admin center (EAC) > Permissions

Microsoft SharePoint

+  The account must belong to the local Administrators group

« Forscanning and service access (the credentials are entered during installation or using the configuration tool after
installation):

+  The account must belong to the Farm Administrators SharePoint Group

+  The account must have the Logon as a service privilege switched on

1. Download the installation file exported from F-Secure Policy Manager.

2. Runtheinstallation file to start the installation.

¥ F-Secure Email and Server Security = x

F-Secure Email and Server Security

To complete the installation, there are a few steps needed to configure your product.
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3. When you install the Microsoft SharePoint component, enter the account details to manage Microsoft Sharepoint.
This account needs local administrative permissions on the SharePoint server.

[3F-5ecure Email and Server Security E= B

Product Setup 1/1

Enter the details for a SharePoint management account that has read-write permissions. This is
required to allow the product to scan content stored on SharePoint.

User name: Password:

Domain:

lo not need to ent

@

i

Back

4. When you install the Microsoft Exchange component, start by entering your SQL Server configuration.

¥ F-Secure Email and Server Security =3 X

Product Setup 1/7

Enter the computer name of the SQL Server where you want to create the quarantine database.
Enter the password of the database server administrator (sa) for logging in to the server.

SQL Server name:

Browse

User name: Password:

sa

(=]
o
2
<~
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Click Browse to select the server from a list of automatically detected options.

v
Product Setup 1/7
Enter the computer nar| © SoectSQL server to connect to - * lantine database.
Enter the password of { |TA?3\SQLEXPRESS | he server.
TAT3\SQLSERVERT?
SQL Server name:
Browse
User name:
sa
Cancel
Back
5. Enterthe quarantine database name.
¥ F-Secure Email and Server Security =3 x

Product Setup 2/7

Enter the name of the SQL database that will store the information on quarantined emails and
attachments.

Database name:

FSMSE_Quarantine

Back
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If the database name that you enter already exists, choose how to proceed.

® F-Secure Email and Server Security

Product Setup 3/7

Setup has detected that a database with the specified name already exists. Select one of the
following options to continue:

®) Use existing database.
(O Remove the existing database and create a new one with the specified name.

(0 Keep the existing database and create a new database with another name:

Back

x

Enter the user credentials to use for the quarantine database.

¥ F-Secure Email and Server Security =

Product Setup 4/7

Enter the user name and password to use for connecting to the quarantined database. If the
specified account does not exist, it will be created automatically during installation.

User name:
fgmuser

Password: Confirm password:
s800000e ‘ I.....I.|

Back
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7. Select how you want to manage the quarantine.

¥ F-Secure Email and Server Security = x

Product Setup 5/7

Select the quarantine management method:

@) Local quarantine management:

() Centralized quarantine management:

To manage quarantined emails from multiple servers, the product requires a common quarantine
database and a network share for storing quarantined items. A network share is created on each
server.

Back

+ If you want to manage the quarantine database locally, select Local quarantine management.
- Select Centralized quarantine management if you install the product on multiple servers.

8. Enterthe path to the quarantine directory.

% F-Secure Email and Server Security =S x

Product Setup 6/7

Enter the path to the directory where quarantined email messages and attachments will be
placed. If you are installing the product to a cluster node, make sure that the quarantine directory
is located on the shared disk.

Quarantine Directory:

C:\ProgramData\F-Secure\EssQuarantine Browse

Back

9. Enter the SMTP address if necessary.
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Note: The address is detected automatically using Active Directory, but you can override it if necessary.

% F-Secure Email and Server Security - X

Product Setup 7/7

Enter a valid SMTP address. This address will be used by F-Secure Anti-Virus for Microsoft
Exchange to send warning and informational messages to the users (recipients, senders, mailbox
owners, etc.).

To ensure proper reporting, this SMTP address should exist in the organization and should be
allowed to send email messages.

Reporting SMTP address:

Administrator@ex16.psbess.rdc.gtn

ack

[s2]

10. Click Done to complete the installation.
In some cases, you may need to restart the computer to complete the installation. We recommend that you restart
the server as soon as possible, as the product does not protect the server before the restart.

Note: Afterinstalling the product on Windows Server 2016 or newer, you need to explicitly disable or uninstall Windows
Defender.

If you need to reconfigure the products, you can run the following configuration tool using a Windows admin account
to start this configuration wizard lateron: C: \Program Files (x86)\F-Secure\Email and Server
Security\ui\F-Secure.Ess.Config.exe

4.2 Upgrading from the previous version of F-Secure Email and Server Security

To upgrade the product, you can use the installation MSI package or run the operation from Policy Manager.

Note: During upgrades, the product restarts IIS on the servers with SharePoint and Microsoft Exchange Transport
g o register the new scanner and new transport agent respectively.

Supported upgrade methods
For Microsoft Exchange:

+  Local upgrade using MSI
+ Local silent upgrade using MSI
+  Policy-based upgrade from Policy Manager

Note: For policy-based upgrades, always use the Upgrade link in Policy Manager Console.
[
For Microsoft SharePoint:

+ Local upgrade using MSI
+ Local silent upgrade using MSI

Note: Policy-based upgrades are not supported for Microsoft SharePoint protection.

[ .
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4.3 Uninstalling the product

You can uninstall the product via Windows Control Panel.
To uninstall the product:

1. Goto Windows Control Panel > Programs and features.

2. Select F-Secure Email and Server Security Premium (standard) and select Uninstall.

Note: Some files and directories may remain after the uninstallation and can be removed manually.
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Configuring the product

Chapter

5

Topics:

«  Network configuration
- Configuring F-Secure Spam Control

The product uses mostly default settings after the installation and the first update.
We recommend that you go through all the settings of the installed components.

The product is fully functional only after it receives the first automatic update.
The first update can take longer time than the following updates.

1.
2.

3.

5.

Open the Web Console to configure the product settings.

If you plan to manage the product with other computers through Web
Console, follow the instructions in Allowing hosts to access the web console
on page 14.

Specify the IP addresses of hosts that belong to your organization. For more
information, see Network configuration on page 33.

Verify that the product is able to retrieve the virus and spam definition
database updates.

If necessary, reconfigure your firewalls or other devices that may block the
database downloads. For more information, see Network requirements for
Email and Server Security on page 21.

If the organization has multiple Microsoft Exchange Server installations and
Mailbox servers are deployed on dedicated servers, you have to configure
the Hub Transport Role and Mailbox Role Servers so that quarantined
messages can be delivered.
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5.1 Network configuration

When you specify the IP addresses of hosts that belong to your organization, the product can use different settings to
handle incoming, outgoing, and internal mails.

Determine the mail direction as follows:

1. Use the Web Console to configure the mail direction.

The mail direction is based on the Internal Domains and Internal SMTP senders settings.

2. Specify internal mails.

Email messages are considered internal if they come from internal SMTP sender hosts and mail recipients belong to
one of the specified internal domains (internal recipients).

a) Specify Internal Domains and separate each domain name with a space. You can use an asterisk (*) as a wildcard.
For example, *example.com internal.example.net.

b) Specify all hosts within the organization that send messages to Exchange Edge or Hub servers via SMTP as Internal
SMTP Senders.

Separate each IP address with a space. An IP address range can be defined as:

- anetwork/netmask pair (for example, 10.1.0.0/255.255.0.0),
- anetwork/nnn CIDR specification (for example, 10.1.0.0/16), or
+ IPv6 address (for example, 1::, 2001::765d 2001::0-5, 2001:db8:abcd:0012::0/64, 2001:db8:abcd:abcd::/52, ::1).

You can use an asterisk (*) to match any number or dash (-) to define a range of numbers.

Note: If end-users in the organization use other than Microsoft Outlook email client to send and receive email, it is
recommended to specify all end-user workstations as Internal SMTP Senders.

Note: If the organization has Exchange Edge and Hub servers, the server with the Hub role installed should be added
to the Internal SMTP Sender on the server where the Edge role is installed.

Note: Do not specify the server where the Edge role is installed as Internal SMTP Sender.

3. Specify outgoing mails.

Email messages are considered outgoing if they come from internal SMTP sender hosts and mail recipients do not
belong to the specified internal domains (external recipients).

4. Specify incoming mails.

Email messages that come from hosts that are not defined as internal SMTP sender hosts are considered incoming.

5. Email messages submitted via MAPI or Pickup Folder are treated as if they are sent from the internal SMTP sender
host.

Note: If email messages come from internal SMTP sender hosts and contain both internal and external recipients,
messages are split and processed as internal and outbound respectively.

5.2 Configuring F-Secure Spam Control

When F-Secure Spam Control is enabled, incoming messages that are considered as spam can be marked as spam
automatically.

To mark mails as spam, the product adds an X-header with the spam flag or predefined text in the message header, so
that end-users can create filtering rules that direct spam into a junk mail folder.

When the product stays connected to F-Secure Update Server, F-Secure Spam Control is always up-to-date. F-Secure
Spam Control is fully functional only after it receives the first automatic update.

Microsoft Exchange server can move messages to the Junk mail folder based on the spam confidence level value. This
feature is available immediately after the product has been installed, if the end user has activated this functionality. For
more information on how to configure this functionality at the end-user’s workstations, consult the documentation of
the used email client.
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6.1Installation overview

Follow these steps to deploy and use the product on a cluster.

1. Install F-Secure Policy Manager on a dedicated server. If you already have F-Secure Policy Manager installed in the
network, you can use it to administer the product. For more information, see F-Secure Policy Manager Administrator’s
Guide.

2. Install Microsoft SQL Server 2008, 2012, 2014, or 2016 on a dedicated server. Microsoft SQL Server must be installed
with the mixed authentication mode (Windows Authentication and SQL Server Authentication). After the installation,
make sure that Named Pipes and TCP/IP protocols are enabled in SQL Server network configuration.

3. Create the quarantine storage where the product will place quarantined email messages and attachments.

+ Inthe Single Copy Cluster (SCC) environment, continue to Creating the quarantine storage for a single copy
cluster Environment on page 35.

+ Inthe Continuous Cluster Replication (CCR) environment, continue to Creating the quarantine storage for a
Continuous Cluster Replication environment on page 36 .

+ Inthe Database Availability Group (DAG) environment continue to Creating the quarantine storage for a Database
Availability Group environment on page 39 ..

4. Install the product locally on one node at the time in the centralized administration mode, starting from the active
node. Make sure the product is fully up and running before starting the installation on the passive node.

Note: Do not move cluster resources to the passive node before you install the product at all passive nodes
0 first.

- Inthe environment with Quarantine as cluster resource, see more information on Installing on clusters with
quarantine as cluster resource on page 41.

+ Inthe environment with Quarantine on dedicated computer, see more information on Installing on clusters with
quarantine on a dedicated computer on page 44 .

5. Create a policy domain for the cluster in F-Secure Policy Manager and import cluster nodes there. See Administering
the cluster installation with F-Secure Policy Manager on page 47 . For more information, see the Policy Manager
documentation.

6. Logonto each node and configure IS to accept connections from authorized hosts. See Allowing hosts to access
the web console on page 14..

7. Touse the spam detection engine, permit outgoing HTTPS connections to aspam.sp.f-secure.com (TCP port 443)
in your firewall rules.

Note: Alternatively, you can use a CONNECT-capable HTTPS proxy instead of changing the firewall rules.
[

6.2 Creating quarantine storage

Follow instructions in this section to create the Quarantine Storage in the cluster environment.

6.2.1Creating the quarantine storage for a single copy cluster Environment

For single copy cluster, the Quarantine Storage can be created on a dedicated computer or as a cluster resource.

Toinstall the Quarantine Storage on a dedicated computer, see Creating the quarantine storage for a Continuous Cluster
Replication environment on page 36 for more instructions.

To install Quarantine Storage as a cluster resource, follow these instructions:

1. Log on to the active node of the cluster with the domain administrator account.
2. Create a directory for the quarantine storage on the physical disk shared by the cluster nodes.

You can create it on the same disk where the Exchange Server storage and logs are located.


https://help.f-secure.com/product.html#business/policy-manager/latest/en/
https://help.f-secure.com/product.html#business/policy-manager/latest/en/
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3. Afterthe quarantine directory is created, it has to be shared. When you share the quarantine directory, it becomes
visible in the Failover Cluster Manager. To share the directory, right-click the quarantine folder and select Share.

E!, File Sharing | x|

33 File Sharing

Choose people on your network to share with

Type the narme of the person you want to share with and then click Add, or click the arroue to find people
ot share with everyone,

2 Administrators Contributor +
83 Exchange Servers Contributar *
SR SYSTEM Contributar »

Tell e about different ways to share in Windows,

¢ share | Cancel |

Add Administrators, Exchange Servers and SYSTEM with Contributor permission levels. Press Share to close the
window and enable the share.

4. Check that everything is configured correctly. The Failover Cluster Manager view should look like this:
Biraiover ClusterManagement ______________________________________________ HEE

File  Action

Tk
_— -
g Falover Cluster Managen LHCLUMB | Actions

15 E§ LHCLUSTER, mse2007

=1 [ Services and & LHCLUMEB -
ey PR = Summary of LHCLUMB

7 LHCLUME I & Bring this service or .,
B N:Udf;CLUI % Take this service ar ...
i i D
I LHCLUZ status Gnie Q Show the critical eve. ..
S Alets: <none>
- Storage = m— R
=1 53 Networks Preferred Owners: LHCLU1: LHCLUZ e IS AEYICE Oy
T Private Current Dwner: LHCLUZ B e B,
3 Public

£ Cluster Events Add a shared Folder

Name | Status | -
Server Name

0 & ¢

Add storage

= Add a resource 3
[l "% Name: LHCLUMB (#) Online
- how Dependency R...
File Server e [
7 FileServer(LHCLUMB|M$) () Orline ¥ Delete
Disk Drives =] Rename
[# C# Data .@f. Orling L‘ |G| Refresh
[5] Properties
Shared Folders:
= — E Help
Share Hame | Folder Path | Type | # Client Conn... I D escription |
4 M3 M:4 Windows 0 Default share Quarantine =

B8 Cuarantine  M:\Quarantine 0 *K  stop Sharing...

i Refresh

!j Properties

o —
| \ I

5. Duringthe productinstallation, select the quarantine share you just created when the installation asks for the quarantine
path.

Use the UNC path in form of \\CLUSTERNAME \QUARANTINE. (In the example above,
\\LHCLUMB\Quarantine.)

6.2.2Creating the quarantine storage for a Continuous Cluster Replication environment

Fora Continuous Cluster Replication (CCR) cluster installation, the quarantine storage must be set on a dedicated computer.
This computer has to be a member in the same domain with Exchange Servers.
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1. Log on to the server where you plan to create the quarantine storage (for example, APPSERVER) with the domain
administrator account.

2. OpenWindows Explorer and create a directory (for example, C: \Quarantine)for the quarantine storage on the
physical disk.

3. Right-click the directory and select Sharing and Security.
4. CototheSharing tab.

Quarantine Properties d |

General  Sharing | SEn::urit_l,II Eustn:nmizel

P

— 'ou can share thiz folder with other users on your
network. To enable sharing for this falder, click Share this
folder.

™ Do not zhare this folder
—{% Share thiz folder

Share name: IFSﬁVMSEDSﬁ

Caormrment; I

Uszer limit; %" M awimum allowed
£ Allows this number of users:

To zet permizzions for uzers who access this

J oot Permizsiong
folder owver the netwark, click Permizsions. =

To configure zettings for offine access, click
Caching.

il

Caching

()4 I Cancel Apply

a. Type FSAVMSEQSS as the share name and F-Secure Quarantine Storage as comment.

Note: The dollar ($) character at the end of the share name makes the share hidden when you view the
i network resources of the cluster with Windows Explorer.

b. Make sure that User Limit is set to Maximum allowed.
Click Permissions to set permissions.
5. Change permissions as follows:

a. Remove all existing groups and users.
b. Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names list.
¢. Grant Change and Read permissions for Exchange Domain Servers and SYSTEM.
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d. Grant Full Control, Change and Read permissions for the Administrator account.

M Permissions for FSAYMSEQSS |

Share Permissions |

Group or uger names:

=, | il
52, Exchange Servers [E10w/08R2CExnchange Servers)
52 SYSTEM

Add... | Bemove |
Permissions for Administrator Allow Deny
Full Cantral O
Change O
Read O

Leam about access control and permizsions

QK. I Cancel Apply

Click OK to continue.

6. Coto the Security tab.

a. Remove all existing groups and users.

b. Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names list.
c. Grant all except Full Control permissions for Exchange Domain Servers and SYSTEM.

d. Grant all permissions for the Administrator account.

l Permissions for Quarantine ﬂ

Security |
Object name:  C:\Quarantine
Group or uger names;
2 i
52, Exchange Servers [E10W/08R2C4Exchange Servers)
52 SYSTEM
Add... | Bemaove |
Permizzionz for Administrator Allaw Deny
Full cantral O =~
b odify O
Fiead & execute O
List folder contents o —
Read O -
Leam about access control and permizsions

QK. I Cancel | Apply |

Click OK to finish.

To make sure that the quarantine storage is accessible, follow these instructions:

1. Logon as the domain administrator to any node of the cluster.
2. Trytoopen \\<Server>\FSAVMSEQSS$\ with Windows Explorer, where <Server> is the name of the server
where you just created the quarantine storage share.
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6.2.3 Creating the quarantine storage for a Database Availability Group environment

For the Database Availability Group (DAG) installation, the quarantine storage must be set on a dedicated computer. This
computer has to be a member in the same domain with Exchange Servers.

1. Log on to the server where you will create the quarantine storage (for example, APPSERVER) with the domain
administrator account.

2. Open Windows Explorer and create a directory (for example, C:\Quarantine) for the quarantine storage.

3. Right-click the directory and select Properties from the menu.

4. Gotothe Sharing tab.

.. Quarantine Properties : ﬂ

General  Sharing | Securit_l,ll Previous Yersions -Eustomizel

— Metwork File and Folder Sharing

Quarantine
| Mat Shared

Metwork Path:
Mat Shared

—Advanced Sharing

Set custom permissions. create multiple shares. and set other
advanced sharing optiohs.

1y Advanced Sharing...

(1] | Cancel | Apply

5. Click Advanced Sharing to share the directory.
6. Select Share this folder.

Advanced Sharing |

[V Share this Folder

— Settings
Share name:

[FsaumsEQss =l

Add Remoyve

Limit the number of simultaneous users to: I 15???;5

Comments:
F-Secure Quarantine 5t0rage|

Permissions | Caching |

(o] 4 I Cancel | Appli |

a. Type FSAVMSEQSS as the share name and F-Secure Quarantine Storage as a comment.

Note: The dollar ($) character at the end of the share name hides the share when you view the network
g~ resources of the cluster with Windows Explorer.

b. Make sure that User Limit is set to Maximum that is allowed (16777216).

7. Click Permissions to set permissions for the share.
8. Change permissions as follows:
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a. Remove all existing groups and users.

b. Add Administrator, Exchange Servers and SYSTEM to the Group or user names list.
c. Grant Change and Read permissions for Exchange Servers and SYSTEM.

d. Grant Full Control, Change and Read permissions for the Administrator account.

Permissions for FSAYMSEQSS x|

Share Permizzionz |

Group ar user names:

ﬁ Exchange Domain Servers [TESTYDOM2AE wchange Dom...
€7 SvSTEM
Add... | Bemove |
Permizsions for Administrator Al Dreny
Full Contral O
Change O
Read O

(] 4 I Cancel Apply

9. Click OKto continue.
10. Go to the Security tab and click Edit.

a. Remove all existing groups and users.
b. Add Administrator, Exchange Servers and SYSTEM to the Group or user names list.
c. Grant all except Full Control permissions for Exchange Servers and SYSTEM.
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d. Grant all permissions for the Administrator account.

Quarantine Properties d |

Generall Sharing  Security I Eustu:umizel

Group or uzer names:

o s _| i g
ﬁ Ewchange Domain Servers [TESTYDOM2AE schange Dam...
€8 SvSTEM

Add | Bemove |

Permizsions for Administrator Al Deny

Full Contral =
b dify

Read & Execute
Ligt Folder Contents
Fead

=l
For special permizzions or for advanced settings, Advanced |
click Advanced. =

k. I Cancel | Smply |

IEERRER
1000000

11. Click OK to continue.
After you have configured the quarantine storage, make sure that it is accessible. Follow these instructions:

1. Logon as the domain administrator to any node of the cluster.
2. Open\\<Server>\FSAVMSEQSS$\ with Windows Explorer, where <Server> is the name of the server where you created
the quarantine storage share.

6.3 Installing the product

Follow the instructions in this section to install the product on CCR, SCC, and DAG installations.

6.3.1Installing on clusters with quarantine as cluster resource

This section describes how to install the product on clusters where quarantine is configured as cluster resource in Exchange
Virtual Server.

1. Log on to the active node of the cluster using a domain administrator account.
2. Run F-Secure Email and Server Security setup wizard.

For more information, see Installing the product locally on page 25.
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3. Select the Microsoft SQL Server to use for the quarantine database, then click Continue.
x

% F-Secure Email and Server Security

Product Setup 1/7

Enter the computer name of the SQL Server where you want to create the quarantine database.
Enter the password of the database server administrator (sa) for logging in to the server.

SQL Server name:
Browse

User name: Password:

sa

[s=]
o
fal
=~

Enter the quarantine database name, then click Continue.

¥ F-Secure Email and Server Security

Product Setup 2/7

Enter the name of the SQL database that will store the information on quarantined emails and

attachments.

Database name:

FSMSE_Quarantine

ack

(o]
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5. Enter the user credentials to use for accessing the database, then click Continue.

¥ F-Secure Email and Server Security =3 x

Product Setup 4/7

Enter the user name and password to use for connecting to the quarantined database. If the
specified account does not exist, it will be created automatically during installation.

User name:
fgmuser

Passward: Confirm password:
0000000 ‘ I...O.I.|

Back

6. Select Centralized quarantine management as the quarantine management method, then click Continue.

¥ F-Secure Email and Server Security - X

Product Setup 5/7

Select the quarantine management method:

®) Local quarantine management:

To manage quarantined emails from multiple servers, the product requires a common quarantine
database and a network share for staring quarantined items. A network share is created on each
server.

Back
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7. The setup wizard asks for the location of the quarantine directory.

¥ F-Secure Email and Server Security =3 x

Product Setup 6/7

Enter the path to the directory where quarantined email messages and attachments will be
placed. If you are installing the product to a cluster node, make sure that the quarantine directory
is located on the shared disk.

Quarantine Directory:

C:\ProgramData\F-Secure\EssQuarantine Browse

Back

Specify the UNC path to the Quarantine Storage share that you created before the installation as the Quarantine
Directory. Forexample, \ \<EVSName>\FSAVMSEQS$, where <EVSName> is the network name of your Exchange
Virtual Server.

Click Continue.

8. Complete the installation on the active node.
9. Log on to the passive node of the cluster using a domain administrator account. Repeat the steps given above.
10. After you specify the SQL Server to use, the setup wizard asks you to specify the quarantine database.

¥ F-Secure Email and Server Security = X

Product Setup 3/7

Setup has detected that a database with the specified name already exists. Select one of the
following options to continue:

(®) Use existing database.
() Remove the existing database and create a new one with the specified name.

(0 Keep the existing database and create a new database with another name:

Back

Select Use existing database and click Continue.

11. Complete the installation on the passive node.

6.3.2 Installing on clusters with quarantine on a dedicated computer

This section describes how to install the product on clusters where Quarantine is installed on a dedicated computer.

1. Log on to the first node of the cluster using a domain administrator account.
2. Run F-Secure Email and Server Security setup wizard.

For more information, see Installing the product locally on page 25.
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3. Select the Microsoft SQL Server to use for the quarantine database, then click Continue.
x

% F-Secure Email and Server Security

Product Setup 1/7

Enter the computer name of the SQL Server where you want to create the quarantine database.
Enter the password of the database server administrator (sa) for logging in to the server.

SQL Server name:
Browse

User name: Password:

sa

[s=]
o
fal
=~

Enter the quarantine database name, then click Continue.

¥ F-Secure Email and Server Security

Product Setup 2/7

Enter the name of the SQL database that will store the information on quarantined emails and

attachments.

Database name:

FSMSE_Quarantine

ack

(o]
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5. Enter the user credentials to use for accessing the database, then click Continue.

¥ F-Secure Email and Server Security =3 x

Product Setup 4/7

Enter the user name and password to use for connecting to the quarantined database. If the
specified account does not exist, it will be created automatically during installation.

User name:
fgmuser

Passward: Confirm password:
0000000 ‘ I...O.I.|

Back

6. Select Centralized quarantine management as the quarantine management method, then click Continue.

¥ F-Secure Email and Server Security - X

Product Setup 5/7

Select the quarantine management method:

®) Local quarantine management:

To manage quarantined emails from multiple servers, the product requires a common quarantine
database and a network share for staring quarantined items. A network share is created on each
server.

Back
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7. The setup wizard asks for the location of the quarantine directory.

¥ F-Secure Email and Server Security =3 x

Product Setup 6/7

Enter the path to the directory where quarantined email messages and attachments will be
placed. If you are installing the product to a cluster node, make sure that the quarantine directory
is located on the shared disk.

Quarantine Directory:

C:\ProgramData\F-Secure\EssQuarantine Browse

Back

Specify the UNC path to the Quarantine Storage share that you created before the installation as the Quarantine
Directory. For example, \\<Server>\FSAVMSEQSS, where <Server> is the name of the server where you
created the quarantine storage share.

Click Continue.
8. Complete the installation on the first node.

9. Logon to the second node of the cluster using a domain administrator account. Repeat the steps given above.
10. After you specify the SQL Server to use, the setup wizard asks you to specify the quarantine database.

¥ F-Secure Email and Server Security = X

Product Setup 3/7

Setup has detected that a database with the specified name already exists. Select one of the
following options to continue:

(®) Use existing database.
() Remove the existing database and create a new one with the specified name.

(0 Keep the existing database and create a new database with another name:

Back

Select Use existing database and click Continue.

11. Complete the installation on the second node.

6.4 Administering the cluster installation with F-Secure Policy Manager

To administer the product installed on a cluster, create a new subdomain under your organization or network domain.
Import all cluster nodes to this subdomain.

To change product configuration on all cluster nodes, follow these instructions:

1. Select the cluster subdomain in the Domain tree in Policy Manager Console.



2.
3.
4.

Check the settings under the Microsoft Exchange branch on the Settings tab.
Change required settings.
Distribute the policy.

5. All nodes receive new settings the next time they poll the Policy Manager Server.

If you need to change settings on a particular node, follow these instructions:

1.

2.
3.
4.
S.

Select the corresponding host in the Domain tree in Policy Manager Console.
Check the settings under the Microsoft Exchange branch on the Settings tab.
Change required settings.

Distribute the policy.

The host receives new settings the next time it polls the Policy Manager Server.

6.5 Using the quarantine in the cluster installation

You can manage quarantined items with the web console by connecting to any node of the cluster.

Note: You need to configure IIS to accept connections from authorized hosts.

0.
You can release, reprocess and download quarantined messages and attachments when at least one node of the cluster
is currently online.

6.6 Uninstallation

Follow these instructions to uninstall the product in the cluster environment.

Uninstall the product from the active node with Programs and Features in Windows. The uninstallation removes the
cluster resource automatically.

After the uninstallation in the active node is finished, uninstall the product from passive nodes.

After the product has been uninstalled from every node, reboot computers one at the time.

6.7 Troubleshooting

If the product fails to quarantine a message or attachment or reports that the email quarantine storage is not accessible,
make sure that directory sharing and security permissions are set as follows: change, write and read operations are
allowed for SYSTEM and Exchange Domain Servers, and full control is allowed for Administrator.

To change the location of the email quarantine storage from F-Secure Policy Manager Console, use the Final flag to
override the setting set during product installation on the host.



Appendix

A

Installing Microsoft SQL Server

Topics: This section contains instructions for installing Microsoft SQL Server 2019 for use

with F-Secure Email and Server Security.
« Installation steps
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A.1Installation steps

Follow these steps to install and configure Microsoft SQL Server 2019 for use with Email and Server Security.

1. Download SQL Server 2019 from the Microsoft website and run the installer.

2. InSQL Server Installation Center select New SQL Server stand-alone installation.

T SQL Server Installation Center = [m] X
i ~
Planning h New SOL Server stand-alone installation or add features to an existing installation
5 Launch a wizard to install SOL Server 2019 RC1 in a non-clustered enviranment or to
Installati
. add features to an existing SOL Server 2019 RCY instance.
Maintenance
= Install SOL Server Reporting Services
cols
Launch a download page that pravides a link to install SQL Server Reporting Services.
Resources An internet connection is required to install SSRS.
Eoanced Install SCIL Server Management Taals
s Launch a download page that provides a link to install SOL Server Management
Studio, SOL Server command-line utilities (SCLCMD and BCP), SQL Server PowerShell
provider, SQL Server Profiler and Database Tuning Advisor, An internet connection is
required to install these tools.
9'/ Install SQL Server Data Tocls
Ua Launch a download page that provides a link te install SOL Server Data Tools (S5DT).
SSDT provides Visual Studio integration including project system support for
Microsoft Azure SQL Database, the SOL Server Database Engine, Reporting Services,
Analysis Services and Integration Services. An internet connection is required to install
SSDT.
New SQL Server failover cluster installation
Launch a wizard to install 2 single-node SQL Server 2019 RC1 failover cluster.
This action is only availabe in the clustered environment.
= (-w; Add node to a SQL Server failover cluster
H Launch a wizard to add a node to an existing SOL Server 2019 RC1 failover cluster.
This action is only availabe in the clustered environment.
Microsoft SQL Server 2019 ﬁ Upgrade from a previous version of SOL Server
Community Technalogy Preview (CTF) Launch a wizard to upgrade a previous version of SOL Server to SQL Server 2013 RC1.
Click here ta first view Upgrade Documentation o

3. Select the edition and enter your product key if you have one.

8 SOL Server 2019 RCT Setup = B &

Product Key

Specify the edition of SOL Server 2019 RC1 to install.

Product Key Velidate this instance of SOL Server 2019 RCT by entering the 25-character key from the Micrasoft
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server:

License Terms
Developer, Evaluation, or Express. Evaluation has the largest set of SOL Server features, as documented in

Global Rules SOL Server Books Online, and is activated with a 180-day expiration. Developer edition does net have an
Microsoft Update expiration, has the same set of features found in Evaluation, but is licensed for non-production database
Braduct Updates application development only. To upgrade from one installed edition to another, run the Edition Upgrade
Wizard.
Install Setup Files
i @ Specify a free edition:
Feature Selection
Express ~
Feature Rules
Feature Configuration Rules (O Enter the product key:

Ready to Install = = = =
Installation Progress

Complete

< Back Next = Cancel

4. Click Next.
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5. Acceptthe license terms and click Next.

T SOL Server 2019 RC1 Setup = O X

License Terms

To install SOL Server 2019 RC1, you must accept the Microsoft Software License Terms.

Product Key ~
= MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS

License Terms

Global Rules MICROSOFT SQL SERVER 2019 RELEASE CANDIDATE 1 (RC1)

Microsoft Update These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the pre-release software

Srodifctipdates named above, which includes the media on which you received it, if any. The terms also apply
Install Setup Files to any Microsoft

Install Rules

Feature Selection S pdates,

Feature Rules + supplements,

Feature Configuration Rules

Ready to Install » Internet-based services, and

Installation Progress s sunnart services s
Complete a9
Copy  Print

| accept the license terms and  Privacy Statement

SQL Server transmits infermation about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about data processing and
privacy controls, and to turn off the collection of this information after installation, see the
decumentation,

< Back Next > Cancel

6. Select whether or not you want to check for updates, then click Next.

Lt~}

Microsoft Update

Use Microsoft Update to check for important updates

iy Microsoft Update offers security and other important updates for Windows and other Microsoft

License Terms software, including SQL Server 2019 RC1, Updates are delivered using Automatic Updates, or you can
e visit the Microsoft Update website, |
Microsoft Update [[] Use Microsoft Update to check for updates [recommended) |
Product Updates

Microsoft Update FAG
Install Setup Files

Inetall Rules Microsoft Update Privacy Statement
Feature Selection

Feature Rules

Feature Configuration Rules

Ready to Install

Installation Progress

Complete

< Back Next = Cancel




7. Checkifthere were any issues during the initial setup and resolve them as necessary.
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Install Rules

can continue.

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup

Product Key Operation completed. Passed: 2. Failed 0. Warning 1. Skipped 0.

Global Rules

Microsoft Update Hide details << Re-run I

Install Setup Files View detailed report

Install Rules |

Feature Selection Result Rule Status

Feature Rules @ | Consistency validation for SQL Server registry keys Passed

Feature Configuration Rules 4\ Computer domain controller Warning

Ready to Install @ | Windows Firewall Passed

Installation Progress & | 50L 2018 minimum CTP for Upgrade and Side by Side Support | Passed |

Complete N
|
|

< Back Next > Cancel
8. Click Next.
. .
9. Select the Database Engine Services feature.
T SOL Server 2019 RC1 Setup - [u] X
Feature Selection
Select the Express features to install.
Product Key
@ Looking for Reperting Services?  Downlead it from the web

License Terms

Global Rules Features: Feature description:

Mrciooft Updaie Instance Featy | [ The configuration and operation of each -

Install Setup Files Database Engine Services instance feature of a SOL Server instance is

Install Rules [ sQL Server Replication i

Feafire Selaction [] Machine Learning Services and Language Prerequisites for selected features:

Or
Feature Rules [ ython Already installed: ~
Instance Configuration Miava - Windows PowerShell 3.0 or higher
To be installed from media: b

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

[ Full-Text and Semantic Extractions for Sez
[ PolyBase Query Service for External Data
[ Java connector for HDFS data sources

< b3

Dick Space Requirements

« || Drive C: 1003 MB required, 28283 MB available

Select All Unselect All

Instance root directory:

‘C:\Program Files\Microsoft SOL Server\ ‘

Shared feature directory:

|CAProgram Files\Microssft SOL Server\ |

Shared feature directery (x86):

|Ci\Program Fies (28] Microsoft SO Server\ |

< Back Next > Cancel

10. Click Next.

T1. Enter a name for the SQL instance, then click Next.
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You can use the default name (SQLExpress).

7 5QL Server 2019 RC1 Setup - O X

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key () Default instance

Lieres th (® Named instance: |SQLExpress |
Gleobal Rules

Microsoft Update

Install Setup Files Instance ID: |5QLEKPRESS |
Install Rules

Feature Selection
Featiire Rulles 5QL Server directory:  Ci\Program Files\Microsoft SOL Server\M3SQL15.S0LEXPRESS
Instance Configuration

Installed instances:
Server Configuration

Databia® Erljie Conhighration Instance Name Instance ID Features Edition Version
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
< Back Mext > Cancel

12. Review the service accounts, then click Next.

7% 5QL Server 2019 RC1 Setup - O X

Server Configuration

Specify the service accounts and collation configuration.

Product Key Service Accounts  Coflation

License Terms

Global Rules Microsoft recommends that you use a separate account for each SQL Server service.

Microsoft Update Service Account Name Password Startup Type
Install Setup Files NT Service\MSSOLSSQL.. | Automatic |~
Install Rules | SOL Server Browser NT AUTHORITY\LOCAL ... Disabled ~
Feature Selection

Feature Rules [] Grant Perform Velume Maintenance Task privilege to SOL Server Database Engine Service
Instance Configuration This privilege enables instant file initialization by aveiding zeraing of data pages. This may lead
Server Configuration to information disclosure by allowing deleted content to be accessed.

Database Engine Configuration Llick here for details

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

< Back Next » Cancel
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13. Select Mixed Mode as the authentication mode and enter the details for the system administrators account.

7 SOL Server 2019 RCT Setup

= | X

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Product Key
License Terms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration

Feature Configuration Rules

Server Configuration  Data Directories TempDB Memory User Instances FILESTREAM
Specify the suthentication mode and administrators far the Database Engine.

Authentication Mode
(O Windows authentication mode

(®) Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter possword: |®

Confiim password: [sssseses |

Specify SQL Server administrators

Ready to Intall
e SQL Server administrators have
Installation Progress unrestricted access to the Database
Complete Engine.
Add Current User Add... Remove
< Back Next > Cancel
14. Click Next.
15. Review the installation configuration, then click Next.
7% 5QL Server 2019 RC1 Setup - O X
Ready to Install
Verify the SQL Server 2019 RC1 features to be installed.
Product Key Ready to install SOL Server 2019 RC1:
License Terms Summary %
Global Rules Edition: Express
Microsoft Update Actien: Install
Install Setup Files Prerequisites
Iready installed:
Install Rul
netal Fufles . Windows PowerShell 3.0 or higher
Feature Selection 21 To be installed from media:
Feature Rules Microsoft Visual C++ 2017 Redistributable
Instance Configuration =+ General Configuration
Server Configuration Featuses
‘... Database Engine Services
Database Engine Configuration it
- Instance configuration
Feature Configuration Rules Instance Name: SQLEXPRESS
Ready to Install Instance ID: SQLEXPRESS
Installation Progress Instance IDs
e SQL Database Engine: MSSCQL15.5QLEXPRESS
% Instance Directory: C\Program Files\Microsoft SOL Server\, 4
2 L T R Y . "

Configuration file path:

C\Program Files\Microsoft SOL Server\150\Setup Bootstrap\Log\20191211 200631\CenfigurationFile.ini

< Back Install Cancel
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16. Wait for the installation to complete, then click Close.

501 Server 2019RC1 Se : O b

Complete

Your SOL Server 2019 RC1 installation completed successfully.

L) it S e e s

License Terms

~
Global Rules Feature Status
N € Database Engine Services Succeeded
icrosof ate .

I {2 S0L Browser Succeeded |
Install Setup Files 19 S0L Writer Succeeded
Install Rules {2 SOL Client Connectivity SDK Succeeded
Eratiie SolecHian 1 50L Client Connectivity Succeeded

(P Sotsin St il e ¥

Feature Rules
Instance Configuration
Server Configuration Details:
Database Engine Configuration e ep—

Feature Configuration Rules

Ready to Install

Installation Progress

Complete

Summary log file has been saved to the following location:

Ci\Program Files\Microsoft SOL Server1504Setup Bootstrapilogh20191211 200631
Summary dc 20191211 20063 1.t

Close

17. Open SQL Server Configuration Manager in the Windows Start menu.

& 5ql Server Configuration Manager
File Action View Help
L 2NN
ﬁ SOL Server Configuration Manager (Local) ltermns
SQL Server Services B SO Server Services

Recently added
SQL Server 2019 RC1 Error and Us...

SQL Server 2019 RC1 Import and...

Windows Windows

SQL Server 2019 RC1 Configurati Server Manager  PowerShell PowerShell ISE

Expand

Most used M E

w
Windows
Command Prompt Administrativ... Task Manager Control Panel
Notepad
Intemet Explorer E‘
Snipping Tool Event Viewer File Explorer

Paint

Windows Firewall with Advanced...

Microsoft SQL Server 2019 RC

Search

Server Manager

18. Go to Protocols for SQLEXPRESS.



If you did not use the default name for the SQL instance, you will see Protocols for <name> instead.

T 5ql Server Configuration Manager
File Action View Help

«= #|EBH

'@ SOL Server Configuration Manager (Local) Protocol Mame Status
%~ Shared Memory Enabled

¥ Mamed Pipes Disabled
Enabled

5 sOL Server Services
4 50L Server Network Cenfiguration (32bit|
> & S0L Native Client 11.0 Configuration (324
v 50l Server Network Configuration g
E= Protocals for SQLEXPRESS
g 5QL Native Client 11.0 Configuration

19. Make sure that TCP/IP is enabled.

Open the TCP/IP properties and set the following details under IPALL:

8

a) Set TCP Dynamic Ports to blank. Remove any numbers from the field if necessary.
b) Set TCP Port to 1433 (the default port for SQL).

[a Sql Server C
File Action View Help

i AN ARENEY

“@ SQL Server Configuration Manager (Local) Protocol Name Status

0] SOL Server Services Y Shared Memory  Enabled
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21. Go to SQL Server Services and restart SQLEXPRESS.

The name shown depends on what you entered for the instance during setup.

& 5ql Server Configuration Manager
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22, Close SQL Server Configuration Manager.
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